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1
INTRODUCTION

	Collection of data on sexual orientation and gender 
identity (SOGI) by government entities can be a powerful 
tool to understand the experiences, needs, and disparities 
affecting LGBTQ+ populations. When gathered, stored, 
and used responsibly, high-quality SOGI data can inform 
evidence-based policymaking, guide resource allocation, 
strengthen program accountability, and support civil 
rights enforcement. As federal efforts to collect LGBTQ-
inclusive data through surveys and administrative systems 
are scaled back, state and local governments may become 
increasingly important sources of government data about 
LGBTQ+ communities. Realizing the benefits of inclusive 
data depends on SOGI information being governed by 
strong legal, ethical, and privacy protections. Without 
robust data governance frameworks, demographic 
data—including SOGI information—are vulnerable to 
misuse or unauthorized disclosure that can harm the 
very communities they are intended to serve. 

The current federal policy environment has 
heightened concerns about privacy, data sharing, and 
potential misuse of sensitive demographic information. 
Executive orders issued by President Trump, and 
subsequent agency implementation actions, have raised 
significant concerns about whether SOGI data collected 
by states could be accessed, shared, or repurposed in 
ways inconsistent with the original purpose of collection. 
These actions by the administration are undermining 
public trust, creating legal uncertainty for data holders, 
and discouraging participation in data collection efforts 
and public program enrollment. In this context, state-
level data governance frameworks are an important 
foundation for supporting high-quality SOGI data 
collection and for ensuring that sensitive personal 
information is collected, used, and protected in ways that 
uphold privacy, confidentiality, and public trust while 
preserving the utility and integrity of public data systems.

This report is intended to support state stakeholders 
at different stages of SOGI data collection in making 
sound decisions about how demographic data should—
and should not be—collected, used, and shared. It focuses 
on SOGI data collected by state and local governments 
through surveys and administrative and programmatic 
forms, rather than clinical data such as electronic health 
records or consumer data collected through smart 
phones, wearables, and other devices. The report maps 
the current landscape of state-level SOGI data collection, 
assesses emerging risks of data misuse in the present 

policy environment, and identifies promising governance 
policies and practices for stakeholders committed to 
ethical, responsible data use as a foundation for advancing 
LGBTQ+ equity. That includes recommendations for how 
states can continue to support LGBTQ-inclusive state 
surveys and needs assessment, and adopt legislative and 
administrative strategies to bolster SOGI data governance.

BENEFITS, RISKS, AND THE CASE 
FOR IMPROVING SOGI DATA 
GOVERNANCE

State and local governments primarily collect data 
via two methods: surveys or administrative forms. 
Surveys are designed around specific policy or research 
questions, measuring population characteristics, 
outcomes, and the opinions, experiences, and 
behaviors of both participants and non-participants. 
Administrative data are collected to meet the needs of 
program administrators, regulators, or law enforcement, 
capturing information on the full universe of individuals 
or entities subject to a given program or legal 
requirement. Examples include forms to file civil rights 
complaints, intake clients, or apply for public benefits 
such as food or housing assistance. At the administrative 
level, inclusive demographic data facilitate targeted 
outreach, streamline service delivery, promote affirming 
and accurate case management, reduce burdens on 
program participants, and generate long-term insights 
into program reach and effectiveness.

Because much of the data collected by state 
governments are generated through the routine 
administration of programs and services, state laws 
requiring the collection of voluntary SOGI data most 
commonly govern information gathered during the 
delivery of public benefits and other government 
services. This is particularly significant given that LGBTQ+ 
people face elevated rates of poverty, unemployment, 
housing instability, and involvement in the child 
welfare and criminal legal systems, in part due to the 
compounding effects of discrimination and anti-LGBTQ+ 
bias. Administrative data systems are therefore among 
the most consequential places where LGBTQ+ visibility—
or invisibility—shapes real-world outcomes. 

State and local data systems may identify LGBTQ+ 
people through both direct data collection and indirect 
inference. Direct collection occurs when forms or 
surveys explicitly ask about sexual orientation identity 
(e.g., lesbian, gay, bisexual), gender identity (e.g., man, 
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https://www.nationalacademies.org/projects/DBASSE-CPOP-17-05
https://www.nationalacademies.org/projects/DBASSE-CPOP-17-05
https://mapresearch.org/report/the-federal-sogi-data-landscape-under-the-second-trump-administration-one-year-in-review/
https://obamawhitehouse.archives.gov/sites/default/files/omb/mgmt-gpra/using_administrative_and_survey_data_to_build_evidence_0.pdf
https://www.norc.org/research/library/harnessing-power-administrative-data-state-government.html
https://www.norc.org/research/library/harnessing-power-administrative-data-state-government.html
https://www.nationalacademies.org/projects/DBASSE-CPOP-17-05
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woman, nonbinary), or transgender status (e.g., cisgender, 
transgender). Indirect inference occurs when LGBTQ+ status 
is deduced from other data points—such as the recorded 
gender of a person and their spouse, a history of gender 
marker changes, or other administrative records that, when 
analyzed and/or combined, reveal specific demographic 
information. Understanding both pathways is essential 
for responsible governance, privacy and confidentiality 
protections, and appropriate use of SOGI data.1	

Responsible collection and use of high-quality 
SOGI data offers significant benefits for equitable 
policymaking. When collected and used well, SOGI 
data shed light on the needs and experiences of 
LGBTQ+ populations, enabling governments and 
other stakeholders to identify underserved groups, 
allocate resources more equitably, and make evidence-
based decisions about policy, delivery of services, and 
program design. High-quality, inclusive data can also 
serve as tools for accountability: helping communities 
document disparities, advocate for change, and support 
collaborative action with government partners.

The costs of not collecting SOGI data are significant 
and often underappreciated. When LGBTQ+ people 
are invisible in the data systems that shape policy and 
program decisions—whether administrative records or 
surveys—governments lose the ability to tailor services 
to their needs; monitor equity of access, quality, and 
outcomes; allocate funding; and identify populations 
being systematically missed or underserved. Invisibility 
is not neutral. Government policies and programs have 
historically played a direct role in creating, enabling, and 
sustaining institutional and structural discrimination 
against underserved communities, and gaps in data 
collection across data systems can perpetuate that 
legacy by default.

Data collection is never entirely without risk—
but not all data carry the same risks. Survey data and 
administrative data are associated with different privacy 
and confidentiality challenges. Survey data typically 
carry lower disclosure risk because responses are often 
anonymous or de-identified by design, participation 
is voluntary, and/or respondents can skip particular 
questions. Still, small sample sizes can enable re-
identification, and microdata shared across agencies or 
with third parties can be repurposed in ways respondents 
never anticipated or consented to.

Administrative data, by contrast, are inherently tied to 
identifiable individuals. Names, addresses, case numbers, 

and other personal details are collected as a functional 
necessity of program delivery—making disclosure risk 
higher and confidentiality protections even more critical. 
Inclusion in these data systems is often also not optional 
for those seeking services, and data are often collected 
when respondents are facing hunger, housing insecurity, 
hospitalization, or other highly sensitive situations. While 
sex information is frequently required for eligibility or 
program administration, often for identity verification, 
SOGI questions are typically designated as voluntary. 

Importantly, administrative data can also be de-
identified and repurposed for research and evaluation, 
and, if effectively implemented, potentially provide 
a lower-cost mechanism for policymakers to better 
understand patterns in service delivery and examine 
outcomes for specific populations across large datasets 
at scale. These data can thus be a powerful tool to 
advance equity-driven goals, but their misuse causes 
real harms, such as reinforcing structural discrimination, 
deepening community stigma, and perpetuating 
deficit-based narratives about LGBTQ+ populations. 
In particular, if these data are repurposed for punitive 
enforcement, this constitutes a serious breach of trust 
and fundamental violation of data stewardship. Strong 
guardrails are essential when data collected for program 
administration are reused for new purposes, especially 
without authorization or notice. 

What is Data Governance?

The people, policies, and procedures that determine 
how data are managed, used, and protected.
Source: AISP, 2025, https://aisp.upenn.edu/governance/.

Risks to privacy and confidentiality, such as 
unauthorized disclosure and misuse, for both survey 
and administrative data underscore the need for good 
data governance. The central challenge for state data 
systems is conducting honest risk-benefit analyses to 
guide decisions about what to collect, how to protect it, 
and for what purposes it can be used. The goal of these 
analyses is to realize the benefits of inclusive data while 
actively safeguarding the communities represented in the 
data. This requires meaningful stakeholder engagement 

1	 For more information about constructs and guiding principles related to sexual orientation and 
gender identity measurement in data collection, please see the National Academies of Sciences, 
Engineering, and Medicine’s consensus study report, “Measuring Sex, Gender Identity, and Sexual 
Orientation”.

https://aisp.upenn.edu/wp-content/uploads/2025/02/Centering-Equity-Toolkit-2.0.pdf
https://www.nationalacademies.org/read/28837/chapter/15#105
https://aisp.upenn.edu/governance/
https://www.nationalacademies.org/projects/DBASSE-CNSTAT-20-13/publication/26424
https://www.nationalacademies.org/projects/DBASSE-CNSTAT-20-13/publication/26424
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to ensure that data practices and resulting benefits 
reflect community needs and priorities. Yet strong data 
governance remains elusive in many agencies. Too often, 
there is a disconnect between the technical, legal, ethical, 

and practical considerations that must be taken into 
account when considering data collection, access, and 
use, and often there is little clarity about who should weigh 
these considerations and make the ultimate decisions. 
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Using the AISP Four Question Framework to Evaluate Risk and Benefit
The AISP Four Question Framework—Is this legal? Is this ethical? Is this a good idea? How do we know and who 

decides?—provides a simple framework that can be used to guide decision-making throughout the data lifecycle 
(Hawn Nelson & Zanti, 2023; Kemp & Hawn Nelson, 2025). When considering data collection and sharing, the initial 
question partners often ask is, “Is this legal?” While legality is an important question, it is also the lowest bar for 
determining whether to move forward with data collection, access, or use, such as for analysis and reporting.

Is this legal?

While the legality of data collection, sharing, and integration is complex and specific to local context, it largely comes 
down to gaining clarity on two concepts: 1) legal authority, and 2) permissible data collection and access parameters. 
Thinking through legal authority for collection and data access can help you to better understand the relevant legal 
parameters and fulfill both the need to use data to inform policymaking and the need to adhere to both state and federal 
privacy and confidentiality laws.

Is this ethical?

Ethics considers what is good for individuals, communities, and society at large. Ethical data use must ensure that 
individual-level data are protected and not used for harm. At the same time, data are a public benefit that should be used 
for public good. This tension in opposing principles—that individuals have a right to privacy and that data are a public 
good—must be grappled with through careful discernment and deliberation. For example, in public health, information 
that may feel burdensome or sensitive at the individual level can still be critical for identifying population-level patterns, 
allocating resources, and improving health outcomes.

Is this a good idea?

In some instances, collecting or reusing data may be both legal and ethical but still not feasible or a good idea 
in the current moment. Data availability, resources, and capacity for action must be carefully considered in the data 
governance process to ensure data collection and sharing is practical and worthwhile.

How do we know and who decides?

The three previous questions—Is this legal? Is this ethical? Is this a good idea?—are all answered through data 
governance. Strong and inclusive data governance practices are how we know if data collection, access, and use is legal, 
ethical, and a good idea. Data governance involves the people, policies, and procedures that support how data are 
used and protected.  It guides decision-making to ensure that partners have carefully considered risks and benefits and, 
ideally, that the decisions have been informed by people represented in the data. 

Learn more at https://aisp.upenn.edu/governance/  

https://ijpds.org/article/view/2159
https://aisp.upenn.edu/governance/ 
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CURRENT LANDSCAPE OF STATE-
LEVEL SOGI DATA LAWS AND POLICIES

As an initial matter, SOGI data are not a distinct 
classification or standalone data category; rather they 
are demographic data similar to race, ethnicity, and 
age. Under the law, SOGI data fall within the same legal 
frameworks that govern other personally identifiable 
information (PII), and, in certain contexts, protected 
health information (PHI). In practice, however, some 
states treat SOGI data as a distinct or sensitive category, 
subject to heightened or different legal protections for 
its collection, use, or disclosure. 

Policymakers confronting this landscape must 
consider whether to align SOGI data governance with 
the standard legal and operational rules that apply 
to other demographic data (subject to standard PII or 
PHI protections) or to designate SOGI as a specifically 
protected category with additional safeguards that 
reflect heightened concerns about potential misuse, 
stigma, or harm. States may also adopt a tiered approach 
based on sensitivity and context: for example, individually 
identifiable SOGI data collected during service delivery 
might be stored in more restricted data environments—
similar to how some states manage disability, HIV, 
or substance use records—while aggregated or de-
identified SOGI data used for program evaluation remain 
subject to standard data governance rules.

State approaches to SOGI data collection vary 
considerably, reflecting the patchwork nature of 
demographic data governance in the United States. As 

of 2025, at least eleven states and Washington, D.C. have 
enacted laws or executive orders explicitly requiring the 
collection of SOGI data. See, eg. California Senate Bill 
957. These mandates differ in scope and structure: some 
require multiple agencies to collect SOGI data across a 
broad range of programs and services, while others take 
a more targeted approach, focusing on a single sector 
such as health care, public health, or higher education. In 
some cases, requirements apply to state agencies only; in 
others, they extend to public institutions and/or private 
entities such as hospitals or universities. Implementation 
costs of more inclusive data collection will vary based on 
factors such as the number and complexity of IT systems 
requiring modification, the scope of design and testing 
needed to integrate new data elements, and the extent 
of staff training and workflow updates necessary to 
ensure accurate, consistent data collection and use. 

Across states, SOGI data governance frameworks 
address both privacy and confidentiality in different 
ways, reflecting variation in how sensitive demographic 
data are regulated and protected. In states with laws 
requiring SOGI data collection, questions must be asked 
but remain voluntary for individuals to answer2—an 
important safeguard that balances the public interest 
in inclusive data with individual privacy and autonomy. 
Other states have adopted permissive approaches, using 
language that encourages rather than requires SOGI 
data collection, or delegating collection to grantees and 
nonprofit service providers for specific programmatic 
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Is it legal? Is it ethical? Is it a good idea?

What legal authority permits the 
collection, access, and use of these data?

What legal authority prevents or 
constrains the access and use of these 
data?

What are the specific legal requirements 
that must be met to lawfully access and 
use these data? 

Do the benefits for individuals and 
communities outweigh the risks of 
collecting, accessing, and using these 
data, particularly for groups historically 
marginalized by discriminatory systems?

What action can be taken by collecting, 
accessing, and using these data?  

What can reasonably be changed or 
improved based upon the use of these 
data?

Is this a priority among marginalized 
populations and individuals included in 
the data?  

How do we know and who decides? 

This is typically determined by agency-
involved legal counsel.

This is typically determined by a data 
governance group, with a variety of 
interest holders, those “in” the data, and 
users of the data.

This is typically determined by a data 
governance group, including data 
stewards who have deep expertise in the 
data, and data owners who will respond 
to insights that emerge from the analysis.

2	 See, eg. RCW 43.70.052(6)(a)(“...When requesting demographic information under this 
subsection, a hospital must inform patients that providing the information is voluntary.”).

https://legiscan.com/CA/text/SB957/id/2898625
https://legiscan.com/CA/text/SB957/id/2898625
https://www.ilga.gov/Legislation/ILCS/Articles?ActID=4079&ChapterID=5
https://olis.oregonlegislature.gov/liz/2021R1/Downloads/MeasureDocument/HB3159/Enrolled
http://www.nationalacademies.org/projects/DBASSE-CNSTAT-20-13/publication/26424
https://law.justia.com/codes/colorado/2023/title-25/administration/article-1-5/part-1/section-25-1-5-101/
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purposes. In practice, some state entities collect or 
report SOGI data for project- or report-specific purposes 
without any explicit legislative mandate—suggesting 
that the landscape of actual SOGI data collection is 
broader, and less uniformly governed, than statutes alone 
would indicate. Additionally, certain SOGI data collected 
by states may be shared with federal partners as a 
condition of participating in federally funded programs, 
creating additional data flows that extend beyond state 
control and require careful attention to how the data are 
used after sharing, including uses beyond the original 
purpose and downstream use by other entities.

On the other hand, some states have adopted laws 
that ban or impede the collection of SOGI data. Of the 
nineteen states that have enacted laws or executive 
orders regulating gender definitions to discriminate 
against transgender people, eight require the collection 
of vital statistics (e.g., birth, marriage, death, divorce 
records) exclusively as ‘male’ or ‘female’.3 Some states 
such as Iowa and Idaho have enacted laws that explicitly 
restrict or prohibit SOGI data collection in education 
settings. These restrictive frameworks do not merely limit 
data collection: they institutionalize the invisibility of 
LGBTQ+ populations in public data systems, undermining 
the equity and accountability functions that responsible 
SOGI data collection is designed to serve.

Even where laws are silent on SOGI data, privacy 
protections generally apply through broader state and 
federal legal frameworks governing personally identifiable 
information held by government agencies. While some of 
the state laws that call for SOGI data collection include 
explicit confidentiality provisions, SOGI data collected 
under state administrative processes are broadly subject 
to the same general use and disclosure restrictions that 
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Example of Misuse

On the other hand, states such as 
Kansas have weaponized data 
related to gender identity to 

advance anti-transgender policies. In 2026, SB 244 
was enacted, immediately invalidating the 
updated drivers’ licenses and birth certificates of 
thousands of transgender residents. The state 
turned a routine identity database into an 
instrument for targeted enforcement by sending 
letters to any individual who had updated their 
identity documents through the state’s existing 
legal process,  notifying them that their licenses 
were no longer valid. Approximately 1,700 
licenses—which are critical for driving, opening 
bank accounts, getting jobs and, increasingly, 
voting—were invalidated. This example highlights 
how data collected in one administrative context 
such as licensing can be used to expose and harm 
people. The law is subject to active litigation.

3	 Movement Advancement Project. 2026. “Equality Maps: Regulating Gender to Allow 
Discrimination.” https://mapresearch.org/equality-map/regulating-gender-to-allow-discrimination/. 
Data as of May 19, 2026.

Examples of Promising Policies

In 2021, Illinois passed Public Act 102-
0543, requiring ten state agencies to 
collect and report aggregate demographic 
data including sexual orientation and 
gender identity for individuals utilizing 

state-administered services. In response, the 
Department of Children and Family Services (DCFS) 
launched a sexual orientation, gender identity and 
expression (SOGIE) Survey Workgroup and 
developed a survey for youth in care aged 12 and 
older, with the explicit goals of gathering SOGIE 
data, offering youth an opportunity to inform the 
design of supportive services, and piloting an 
anonymous data collection process while the 
agency worked to integrate SOGIE fields into its 
permanent case management system.

Additionally, in Los Angeles County, 
findings from a county-funded needs 
assessment conducted by the Williams 
Institute at UCLA informed the 
development of targeted initiatives to 
support transgender, gender diverse, 

and intersex (TGI) communities. The study’s 
results were used by county leadership to guide 
the creation of the TGI Wellness and Equity 
Initiative, including investments in community-
based services and programs designed to address 
identified gaps in care, support, and access. This 
example illustrates how SOGI-related data and 
analysis can inform public investment decisions 
and shape service delivery in ways that respond 
directly to documented community needs.

https://www.lgbtmap.org/img/maps/citations-defining-sex.pdf
https://legiscan.com/IA/bill/SF418/2025
https://legislature.idaho.gov/statutesrules/idstat/title33/t33ch1/sect33-133/
https://www.aclukansas.org/cases/doe-v-state-of-kansas/
https://19thnews.org/2026/02/kansas-drivers-license-law-transgender/
https://mapresearch.org/policy-and-issue-analysis/id-documents/
https://mapresearch.org/equality-map/regulating-gender-to-allow-discrimination/
https://dcfs.illinois.gov/content/dam/soi/en/web/dcfs/documents/about-us/division-of-diversity-equity-and-inclusion-dei/documents/sogie-survey-report-112122.pdf
https://williamsinstitute.law.ucla.edu/wp-content/uploads/TGI-QOL-LA-Nov-2023.pdf
https://williamsinstitute.law.ucla.edu/wp-content/uploads/TGI-QOL-LA-Nov-2023.pdf
https://lindseyhorvath.lacounty.gov/tgi-wellness-equity-initiative/
https://lindseyhorvath.lacounty.gov/tgi-wellness-equity-initiative/
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govern personally identifiable information, even when the 
authorizing law is silent on the matter. State and federal 
privacy frameworks governing the handling of personal 
information by government agencies—including statutes 
that apply across programs and services—generally limit 
how agencies may use, share, or disclose personally 
identifiable data. As a result, privacy protections may 
apply to SOGI data in many cases, whether grounded 
in the collecting law itself or in the broader legal 
environment in which agencies operate.

	DATA PRIVACY LEGAL AND POLICY 
CONTEXT

The United States lacks a single, comprehensive 
federal data privacy law. Instead, privacy protections 
are governed by a complex patchwork of sector-specific 
federal and state laws that do not apply uniformly 
across all scenarios and can, at times, appear to conflict 
with one another. These overlapping federal and state 
frameworks create a layered system of privacy and 
confidentiality protections that shape how personally 
identifiable data, including SOGI data, may be collected, 
used, and shared across different contexts.

	Federal Privacy Protections
Federal data collection and use have historically 

been governed by a robust framework of laws, protocols, 
and guidance designed to promote methodological 
rigor, protect individual privacy, and ensure interagency 
coordination. Key pillars of this framework include: 

	• The Privacy Act of 1974, which restricts how federal 
agencies collect and use personally identifiable 
information;

	• The Paperwork Reduction Act of 1995, which 
governs federal information collection and Office of 
Management and Budget (OMB) oversight;

	• The Confidential Information Protection and 
Statistical Efficiency Act (CISPEA), which protects 
data collected for statistical purposes from being 
used for non-statistical ends; 

	• The Administrative Procedure Act, which requires 
agencies to follow transparent, rule-bound processes 
when making policy changes; 

	• The E-Government Act of 2002, which requires 
federal agencies to conduct a Privacy Impact 

Assessment (PIA) prior to beginning a new information 
collection; 

	• The Foundations for Evidence-Based Policymaking 
Act of 2018, which established governmentwide 
standards for data access, privacy, and evidence-
building; 

	• Statistical Policy Directives together define 
how federal statistical agencies are governed, 
methodological standards they must follow, and 
how statistical information is released in ways that 
protect privacy and ensure objectivity; and

	• Core constitutional principles and the right to 
privacy, which guard against undue government 
disclosure and protect individuals’ rights to a 
“reasonable expectation of privacy.”

Several sector-specific laws impose additional 
constraints on the collection, use, and sharing of data 
held by local and state agencies that administer federally 
funded programs. The Health Insurance Portability and 
Accountability Act (HIPAA) governs the use and disclosure 
of protected health information by covered entities and 
their business associates. The Family Educational Rights 
and Privacy Act (FERPA) protects the confidentiality of 
student education records. Federal regulations (42 CFR 
Part 2) impose heightened protections on records related 
to substance use disorder treatment. Federal regulations 
governing Homeless Management Information Systems 
(HMIS) restrict the use of data collected through federally 
funded homeless services programs. Additionally, 
social programs run by states but funded by the federal 
government (e.g., SNAP), are authorized by specific 
federal statutes and associated regulations that govern 
program administration, which can include information 
sharing. State public records acts—while technically 
state law—intersect with these federal frameworks by 
governing what government-held information is subject 
to public disclosure, creating potential tension between 
transparency and confidentiality. 

An important limitation of this framework is that 
its protections are uneven. Laws like CIPSEA, HIPAA, 
and FERPA were designed to limit disclosure and use of 
personally identifiable data without consent. However, 
certain categories of data—including third-party use 
of administrative data such as Medicaid and Medicare 
claims, unemployment records, and school records; vital 
records such as birth and death certificates; and public 
use microdata such as American Community Survey 
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https://aisp.upenn.edu/resource-article/finding-a-way-forward-how-to-create-a-strong-legal-framework-for-data-integration/#:~:text=Published%20by%20AISP-,Finding%20a%20Way%20Forward:%20How%20to%20Create%20a%20Strong%20Legal,to%20share%20and%20integrate%20data.
https://statspolicy.gov/policies/
https://statspolicy.gov/policies/
https://aisp.upenn.edu/wp-content/uploads/2026/04/AISP_FindingAWayForward_2025.pdf
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files—are not subject to equivalent restrictions. This 
gap is consequential for SOGI data governance: data 
that migrate out of a protected system and into a less 
regulated one may carry significantly fewer protections 
than the data’s original context would suggest. 

For example, a school district might collect 
voluntary sexual orientation data through an 
anonymous student climate survey, explaining it will 
only be used in aggregate to improve school support 
services. Later, the file could be linked to identifiable 
student records or used to impute sexual orientation 
for students who did not disclose it. Once uploaded 
into a districtwide data system for routine reporting, 
information shared in a protected research context is 
now sitting in an everyday administrative database 
with fewer safeguards and many unrelated uses—well 
beyond what students were told when they answered 
the survey. It’s also important to note that the existing 
legal framework is weakened by broad exceptions—
such as law enforcement and “routine use” allowances—
that grant wide discretion, may be susceptible to 
overreach, and can enable uses beyond the original 
collection intent, thereby significantly eroding privacy 
and confidentiality safeguards. 

State Privacy Protections
States play a central role in shaping SOGI data 

governance safeguards. Notably, states’ laws and 
regulations can and often do provide protections that 
exceed the baseline protections available under Federal 
law. States must consider the following legal parameters 
when they provide access to state data:

	• State privacy laws, which apply to data held by 
government actors and often place additional 
restrictions on how and when personally identifiable 
information can be shared;

	• Program-specific state legal requirements, 
which can contain specific provisions regarding 
the handling and sharing of program data such as 
restrictions on the reuse of beneficiary data;

	• State contracts and data-sharing agreements, 
which can include data-sharing agreements between 
state and federal agencies as well as between states 
and third-party vendors that govern whether and 
how information can be shared outside of a state 
agency; and

	• State constitutional rights to privacy, which range 
from general rights to privacy to more limited 
protections against unreasonable searches and seizures. 

Taken together, this patchwork of federal and 
state privacy laws and regulations create a myriad 
of protections that states must fully assess before 
sharing personally identifiable information, including 
when responding to federal requests for state data. 
While presenting a complex legal landscape for state 
agencies, these safeguards provide multiple avenues 
for states to push back against federal overreach and to 
protect SOGI data.

EMERGING RISKS IN THE CURRENT 
FEDERAL POLICY ENVIRONMENT

In 2025, a series of executive orders signed by 
President Trump and subsequent implementation actions 
by federal agencies have placed federal and state legal 
frameworks for collecting, using, and protecting data under 
unprecedented strain.4 These actions are affecting data 
on targeted and underserved communities—particularly 
immigrants, LGBTQ+ people, people seeking abortions, 
and communities of color—across virtually every data type, 
from public benefits and tax records to voting information. 

Three executive orders, in particular, represent a 
coordinated effort to dismantle SOGI-inclusive data 
practices across federal agencies, target transgender 
people for restrictions on medically necessary care and 
accurate identity documents, and expand unfettered 
federal access to state-held administrative data. 

Executive Order 14168—which attempts 
to redefine sex for all federal policy 
purposes as binary and immutable—
directs federal agencies to collect 

information on sex strictly as “male” or “female” and 
prohibits the collection of information on gender 
identity. Implementation of this directive has resulted 
in the elimination of hundreds of gender identity 
questions and dozens of sexual orientation questions 
from federal data collection instruments. These 
changes conceal the needs and experiences of 
LGBTQ+ people in data that shape policy decisions, 
delivery of services, and enforcement of civil rights 
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4	 Beginning in January 2025, President Trump issued a series of executive orders affecting data 
inclusion and equity initiatives. In addition to those discussed above, other notable actions that 
have been cited to justify data removals, misuse of data, and rollbacks of inclusive policies include 
Executive Orders 14151, 14173, 14190, 14201, 14253, 14281, 14385, 14395, 14398, and 14399, 
as well as a Presidential Memorandum issued on April 15, 2025.

https://aapidata.com/wp-content/uploads/2025/11/Safety-First-A-SMARTT-Data-Framework-November-2025-final.pdf
https://epic.org/wp-content/uploads/2026/01/EPIC-Beyond-HIPAA-Jan2026.pdf
https://digitalcommons.law.villanova.edu/cgi/viewcontent.cgi?article=2719&context=vlr
https://www.govinfo.gov/app/details/DCPD-202500135
https://williamsinstitute.law.ucla.edu/publications/sogi-data-collection-removal/
https://public-inspection.federalregister.gov/2025-01953.pdf
https://www.federalregister.gov/documents/2025/01/31/2025-02097/ending-illegal-discrimination-and-restoring-merit-based-opportunity
https://www.federalregister.gov/documents/2025/02/03/2025-02232/ending-radical-indoctrination-in-k-12-schooling
https://www.whitehouse.gov/presidential-actions/2025/02/keeping-men-out-of-womens-sports/
https://www.govinfo.gov/content/pkg/FR-2025-04-03/pdf/2025-05838.pdf
https://www.federalregister.gov/documents/2025/04/28/2025-07378/restoring-equality-of-opportunity-and-meritocracy
https://www.federalregister.gov/documents/2026/02/11/2026-02819/protecting-the-national-security-and-welfare-of-the-united-states-and-its-citizens-from-criminal?ftag=MSF0951a18
https://www.federalregister.gov/documents/2026/03/19/2026-05497/establishing-the-task-force-to-eliminate-fraud
https://www.federalregister.gov/documents/2026/03/31/2026-06286/addressing-dei-discrimination-by-federal-contractors
https://www.federalregister.gov/documents/2026/04/03/2026-06601/ensuring-citizenship-verification-and-integrity-in-federal-elections
https://www.federalregister.gov/documents/2025/04/25/2025-07130/presidential-memorandum-preventing-illegal-aliens-from-obtaining-social-security-act-benefits
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laws and mask the harms stemming from the Trump 
administration’s anti-LGBTQ+ agenda. 

Executive Order 14187 aims to ban 
transgender medical care for youth 
across the country. Both state and federal 
officials have used investigations, 

subpoenas, and demands for health data to target 
medical professionals, as well as transgender 
patients. This has resulted in chilling effects across 
health care systems as administrative and clinical 
data are used as tools for surveilling compliance 
with discriminatory policies.

Executive Order 14243 seeks to ensure 
that federal agencies have “unfettered 
access” to data from federally funded 
state programs, including information 

held by third parties. This directive, while not specific 
to LGBTQ+ or SOGI data, aims to compel states to 
share sensitive personal information—such as 
Medicaid enrollment or claims data or education 
records that may include SOGI-related information—
with federal entities under the guise of combating 
“waste, fraud, and abuse” and “eliminating data silos.” 
In practice the executive order has exposed sensitive 
information about individuals and their families and 
resulted in federal capture of state data for 
unauthorized purposes unrelated to program 
administration or delivery of services, such as 
immigration enforcement.

These directives operate in concert with one another 
in ways that are particularly consequential for LGBTQ+ 
communities: the elimination of SOGI measures from 
federal systems obscures the harms caused by recent 
policy changes—including cuts to Medicaid, crisis 
intervention programs, and other key social services; 
the defunding of HIV prevention and treatment 
programs; and attacks on transgender patients and their 
providers—while expanded federal access to state data 
simultaneously creates new pathways for surveillance, 
targeting, and punitive enforcement. 

	Federal Misuse of State Data 
The risk of the federal government repurposing and 

misusing state data—a core challenge that responsible 
data governance aims to address—is concrete. People 
share personal information with state governments 
because they need essential services and trust their data 
will be used only to administer those programs.

Recent federal actions targeting state-level admin-
istrative data are threatening public trust in that compact 
and compromising data integrity and basic program 
administration. For example: 

	• The Centers for Medicare and Medicaid Services (CMS) 
shared immigration information about Medicaid 
enrollees with the Department of Homeland Security 
for immigration enforcement—a significant departure 
from longstanding assurances that Medicaid data 
would be used solely for program administration. 

	• The U.S. Department of Agriculture sought 
unprecedented access to detailed personal data, 
including immigration status, from state SNAP 
systems and their contractors. 

	• The Internal Revenue Service provided taxpayer data 
to Immigration and Customs Enforcement to support 
immigration-related investigations, undermining 
legal protections for taxpayer information and 
potentially eroding tax compliance. 

	• Most directly relevant to SOGI data governance, CMS 
instructed hospitals participating in federally funded 
programs to provide data on care for transgender 
patients; the Department of Justice subsequently 
issued subpoenas for personally identifiable 
information of transgender patients to at least twenty 
hospitals, many of them public institutions. 

These actions have occurred during the same 
time that the Trump administration, including the 
Department of Government Efficiency (DOGE), 
has circumvented historical protections of federal 
data, accessed sensitive personal information for 
unauthorized purposes, left individual’s most sensitive 
data in unsecure environments, and failed to abide by 
basic privacy protocols. 

While many of these actions have faced legal 
challenges and their full scope remains uncertain 
pending ongoing litigation, they establish a clear 
pattern: under the current administration, data collected 
for public benefit can be—and is being—repurposed for 
enforcement against the very populations it was meant 
to serve. Even where initiatives associated with DOGE or 
directives like Executive Order 14243 rest on contested 
or legally questionable authority, their practical effect is 
to blur lines about permissible data use—underscoring 
how strong data governance can help states clearly 
define and defend appropriate boundaries.

https://www.mapresearch.org/file/SOGI-data-landscape-brief-MAP.pdf
https://www.federalregister.gov/documents/2025/02/03/2025-02194/protecting-children-from-chemical-and-surgical-mutilation
https://www.govinfo.gov/app/details/DCPD-202500382
https://cdt.org/wp-content/uploads/2025/07/Federal-Efforts-to-Expand-Access-to-Data-from-State-Run-Programs-and-Individual-Privacy-FINAL.pdf
https://www.kff.org/immigrant-health/potential-implications-of-the-new-medicaid-data-sharing-agreement-between-cms-and-ice/
https://protectdemocracy.org/work/protecting-snap-beneficiaries-from-government-overreach/
https://democracyforward.org/news/press-releases/court-orders-irs-to-stop-sharing-confidential-taxpayer-information-with-immigration-and-customs-enforcement/
https://cdt.org/insights/weaponizing-immigrant-tax-data-how-irs-dhs-cooperation-would-undermine-tax-compliance-increase-burdens-and-threaten-data-privacy/
https://www.cms.gov/files/document/hospital-oversight-letter-generic.pdf
https://www.wired.com/story/aclu-doge-congress-musk-data/
https://www.washingtonpost.com/politics/2025/08/26/social-security-data-cloud-whistleblower/?utm_campaign=wp_the7&utm_medium=email&utm_source=newsletter&carta-url=https%3A%2F%2Fs2.washingtonpost.com%2Fcar-ln-tr%2F4465f1e%2F68aee2ddade2b5381872df3e%2F66feb8bc62a9e92c3efd9e4d%2F28%2F112%2F68aee2ddade2b5381872df3e
https://www.washingtonpost.com/politics/2025/08/26/social-security-data-cloud-whistleblower/?utm_campaign=wp_the7&utm_medium=email&utm_source=newsletter&carta-url=https%3A%2F%2Fs2.washingtonpost.com%2Fcar-ln-tr%2F4465f1e%2F68aee2ddade2b5381872df3e%2F66feb8bc62a9e92c3efd9e4d%2F28%2F112%2F68aee2ddade2b5381872df3e
https://www.gao.gov/products/gao-26-108131
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Threats to Data Integrity and Public Distrust

Misuse of data undermines public trust. It creates 
chilling effects that deter participation in public 
programs and result in people not receiving critical 
benefits and services they need. When people are 
fearful of how their data may be misused and decline 
to participate in data collection efforts or underlying 
programs, that jeopardizes the integrity and reliability 
of public data systems. Public distrust erodes the quality 
and completeness of the data, threatening the ability of 
policymakers, service providers, researchers, and public 
agencies to understand and serve their communities. 

Public concern about the tension between data 
privacy, control, and politicization is borne out in recent 
polling by the Centers for Democracy and Technology 
(CDT) (see Figure 1). CDT found that:

	• 74 percent of Americans are concerned about the 
privacy and security of their personal data that is 
collected and stored by government agencies.

	• 82 percent of Americans said that having legal 
protections for sensitive information that government 
agencies collect and store about them is important.

	• 78 percent of Americans are concerned about 
personal data being shared, without permission, 

with local, state, or federal government entities that 
deliver public services.

	• 44 percent of Americans reported that they would 
forgo government benefits they were eligible to 
receive if they were unsure how the government 
would use their personal data. 

	• 82 percent of self-identified LGBTQ+ respondents, 
as compared with 66 percent of non-LGBTQ+ 
respondents, say that states should have a say 
over what personal information about participants 
in government programs they share with the U.S. 
government, even if the federal government gives 
them money for that program.

Similarly, a nationally representative survey of LGBTQ 
people conducted by MAP with NORC in summer 2025 
(on file with authors) found that LGBTQ respondents 
expressed significant concerns about the potential 
misuse of SOGI data. In particular, large majorities of 
LGBTQ people reported concern that sexual orientation 
and gender identity data could be used to deny them 
government services or benefits (88 percent and 68 
percent, respectively). These findings underscore the 
importance of responsible data governance practices, 
meaningful community engagement, and establishing 
and clearly communicating privacy safeguards to build 
and maintain public trust in SOGI data collection efforts.
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FIGURE 1: SUPPORT FOR STATE CONTROL OVER PERSONAL DATA SHARING

of LGBTQ+ respondents think states 
should have a say over what data is 

shared with the federal governnment

of non-LGBTQ+ respondents think states 
should have a say over what data is 

shared with the federal governnment

https://cdt.org/wp-content/uploads/2026/03/CDT-Common-Concern-032726-accessible.pdf
https://cdt.org/wp-content/uploads/2026/03/CDT-Common-Concern-032726-accessible.pdf
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Challenges Facing State Government 
Data Stewards

These dynamics place state data holders in an 
increasingly difficult position. Data-sharing agreements 
and cross-system data linkages that may have been 
routine under prior federal administrations to inform 
evidence-based policymaking and improve services now 
carry heightened risk, as federal agencies assert broad 
authority to access state-held records. Given the sensitivity 
of much demographic data, including SOGI information, 
and the current administration’s explicit hostility towards 
transgender communities in particular, there is a pressing 
need for states to strengthen their data infrastructure and 
governance processes, including by establishing clear 
boundaries for federal access and use. The governance 
safeguards examined in the following section are not 
merely best practices—in the current environment, they 
are essential protections to help rebuild community trust, 
strengthen mechanisms of public accountability, and 
safeguard against overreach, misuse, and discrimination.

PROMISING PRACTICES FOR 
STRENGTHENING ETHICAL, 
RESPONSIBLE SOGI DATA 
GOVERNANCE

In light of the federal actions outlined above, state 
governments must consider both how to help responsibly 
fill emerging gaps in LGBTQ+ data and research, and 
how to strengthen the governance frameworks that 
make ethical data collection possible. Below, we offer 
promising policies and practices across three areas: state 
surveys and needs assessments; legislative strategies for 
strengthening SOGI data governance; and administrative 
strategies that agencies can adopt to uphold ethical, 
responsible data stewardship.

	Prioritize State Surveys and Needs 
Assessments

In states with sufficient protections against misuse 
and discrimination on the basis of sexual orientation 
and gender identity, state governments can conduct 
anonymous state-wide surveys inclusive of or specific 
to LGBTQ+ populations. 

Anonymous surveys can collect important statistical 
information about the characteristics of the population 
while minimizing risks associated with collecting per-
sonally identifiable information. These efforts can inform 

policy, improve the well-being of LGBTQ+ communities, 
and help fill gaps in LGBTQ+ data and research.

However, protecting survey data from re-
identification requires more than removing names. To 
protect the confidentiality of respondents, surveying 
entities should take steps such as: 

Limit identifiable information at the point 
of collection 

Minimize what data are gathered 

Reduce the precision of demographic and 
geographic variables 

Suppress or aggregate small groups so 
individuals cannot be singled out through 
combinations of traits 

Restrict data access

Apply appropriate legal and procedural 
protections

Notify survey participants of their rights 
against misuse and discrimination 

A prime example of a state-wide survey that 
has reliably generated information about the 
characteristics of LGBTQ+ populations and advanced 
the methodological research on measuring SOGI is the 
California Health Interview Survey. CHIS has collected 
sexual orientation data since 2001 and gender identity 
data since 2015, making it one of the longest-running 
state surveys to do so at scale. Its large sample size—
covering over 20,000 Californians annually—enables 
statistically reliable estimates for LGBTQ+ subgroups. 
These data have been used to document disparities in 
health coverage, access to care, and health outcomes 
among LGBTQ+ Californians—including gaps in 
insurance coverage and health care access and rates of 
psychological distress among LGBTQ+ adolescents—
and have directly informed state budget and policy 
decisions including targeted Medi-Cal outreach, 
mental health program design, and COVID-19 response 
efforts. Researchers have also drawn on CHIS findings 
in landmark legal proceedings, including amicus 
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https://www.ncbi.nlm.nih.gov/books/NBK447386/
https://www.ipc.on.ca/sites/default/files/legacy/2015/04/Best-Practices-for-Protecting-Individual-Privacy-in-Conducting-Survey-Research.pdf
https://healthpolicy.ucla.edu/our-work/california-health-interview-survey-chis
https://williamsinstitute.law.ucla.edu/publications/gaps-health-care-lgbt-ca/
https://williamsinstitute.law.ucla.edu/publications/gaps-health-care-lgbt-ca/
https://healthpolicy.ucla.edu/newsroom/blog/health-inequities-abound-california-according-newest-california-health-interview-survey
https://healthpolicy.ucla.edu/newsroom/blog/health-inequities-abound-california-according-newest-california-health-interview-survey
https://healthpolicy.ucla.edu/our-work/publications/california-health-interview-survey-chis-2025-making-impact
https://healthpolicy.ucla.edu/our-work/lgbtq-health
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briefs submitted in Obergefell v. Hodges, and the its 
methodological research has informed SOGI data 
collection standards adopted by other states and 
federal agencies.

In addition to statewide surveys, state and local 
stakeholders can also conduct needs assessments to 
identify gaps, priorities, or needs within the LGBTQ+ 
community. For example, Minnesota conducted a 
three-part LGBTQIA2S+ Community Needs assessment 
to gather insights about the needs, priorities, and 
challenges faced by LGBTQIA2S+ communities in 
Minnesota. Findings from statewide surveys and needs 
assessments can help shape policies, funding priorities, 
additional research and advocacy efforts. 

Funding for state and local LGBTQ-inclusive surveys 
and needs assessments may come from a range of 
sources, including existing state program-specific 
funds, state general fund appropriations dedicated 
to SOGI data collection (including contracts with 
external research organizations or LGBTQ+ community-
based organizations to conduct surveys), and private 
philanthropic support. For more information on how 
state and local entities, as well as community-based 
organizations can conduct law- and policy-relevant 
survey research on LGBTQ+ people, check out the 
Williams Institute’s recent guide on this topic. 

Legislative Strategies for SOGI Data 
Governance

State legislatures must act decisively by 
modernizing existing statutes that leave SOGI data 
exposed and advancing new legal protections 
that establish clear limits on how this information 
can be collected, accessed, and shared. In 2025, 
for instance, state lawmakers introduced 53 bills 
aimed at strengthening privacy protections for state 
administrative data, including 12 that were enacted. 
Some of these legislative proposals, such as New 
Mexico’s SB 36, instituted general privacy and security 
protections for information held by state agencies, 
while others, like California’s SB 59, created specific 
protections for SOGI data in the context of name 
and gender change documentation. Lawmakers in 
that state are also considering legislation that would 
balance the continued collection of SOGI data with 
explicit protections against its misuse or unnecessary 
disclosure to federal entities.

State lawmakers can advance comprehensive 
protections for state administrative data by drawing 
on the following six policy priorities to establish 
strong baseline protections for personal data held 
by state agencies and to safeguard SOGI data from 
federal overreach.

Data Stewardship Roles and 
Responsibilities: Public agencies that 
collect personal data act as stewards 
on behalf of the communities they 

serve and have an obligation to use that 
information to advance the public good. 
Establishing baseline procedures and protections 
for the handling and oversight of personal data 
can mitigate privacy and security harms: 

	• Designate or appoint an employee at each agency 
responsible for overseeing privacy and security 
protections for personal data held by that agency.

	• Establish protocols to protect the privacy, 
confidentiality, and security of personal data 
held by public agencies, including encryption, 
access controls, and rules of conduct for agency 
employees who handle personal information.

	• Maintain records of all systems that handle 
personal data, including the categories of 
personal information (including SOGI data) held 
in each system, who accesses such information, 
and under what conditions. 

Data Minimization and Disclosure: 
Limiting the collection and disclosure 
of personal information, including 
SOGI data, to only that which is 

necessary in a given context and to achieve a 
specific intended purpose minimizes security risks 
and threats of misuse:5 

	• Create or update government data laws or 
policies to include data minimization standards.

	• Specify that continued use of the data collected 
must be compatible with the original reason for 
collection.

	• Restrict disclosures of non-public personal 
information (including SOGI data) to limited 
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5	 The applicability of the minimization principle is continuing to evolve alongside debates about 
the utility of equity analysis. For practitioners, a general principle to apply might be to collect SOGI 
data when similar demographic characteristics (e.g., race, ethnicity, disability) are collected for 
program implementation and oversight purposes.

https://healthpolicy.ucla.edu/our-work/lgbtq-health
https://mn.gov/lgbtqia2s/community-needs-assessment/
https://williamsinstitute.law.ucla.edu/publications/lgbtq-research-guide/
https://cdt.org/insights/2025-state-legislative-efforts-to-address-changes-in-federal-access-to-state-administrative-data/
https://www.nmlegis.gov/Legislation/Legislation?chamber=S&legtype=B&legno=36&year=25
https://www.nmlegis.gov/Legislation/Legislation?chamber=S&legtype=B&legno=36&year=25
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=202520260SB59
https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=202520260SB1114
https://cdt.org/insights/protecting-administrative-data-collected-and-stored-by-state-agencies-five-policy-priorities-for-state-legislation/
https://cdt.org/insights/protecting-administrative-data-collected-and-stored-by-state-agencies-five-policy-priorities-for-state-legislation/
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circumstances consistent with the principle of 
harm minimization, and require explicit written 
authorization from the individual for all other 
disclosures.

Notice, Access, and Correction: 
Providing individuals with notice about 
when their information is used and the 
ability to access, review, and correct their 

personal data increases public trust and transparency 
around government data practices:

	• Provide individuals with notice of all such 
instances in which their information is shared 
with other entities outside of the agency who 
collected their information. This should include 
sharing with third-parties and federal agencies.

	• Provide individuals with notice of all such 
instances in which their personal data (excepting 
aggregate statistical data) is used as the basis for 
an AI algorithm or other tool.

	• Implement procedures for constituents to access 
and review their personal data held by an agency 
and to correct inaccurate personal information or 
request deletion of obsolete data.

Data Retention and Deletion: Limiting 
the time period for which information is 
retained and using best practices to 
delete personal data reduces the overall 

amount of sensitive information held by the 
government:

	• Establish data retention schedules and deletion 
protocols that are proportional to the level of 
sensitivity of the data.

	• Presume a default against indefinite data 
retention, and require agencies to provide a 
written justification for retaining any data longer 
than the standard retention schedule.

Enforcement: Creating strong enforce-
ment mechanisms for government data 
privacy protections, including penalties 
for violating individuals’ rights, holds 

bad actors accountable and prevents future harms:

	• Establish penalties for government employees or 
government service providers who intentionally 
or knowingly violate government data privacy 

protections, such as termination of employment, 
criminal and civil penalties, or contract termination.

	• Provide a private right of action so that individuals 
can sue to protect their rights when an agency 
or individual violates government data privacy 
protections. 

	• Explicitly authorize the state attorney general 
and/or other state enforcement entities to 
enforce violations of government data privacy 
protections and to promulgate rules to implement 
statutory provisions.

	• Provide injunctive relief to allow individuals to 
halt or prevent violations of government data 
privacy protections.

Anti-Discrimination Protections: Estab-
lishing specific protections to address 
and prevent discrimination based on 
SOGI is critical for helping to ensure 

that the LGBTQ+ community does not face abuse 
or intimidation:

	• Create a legal environment that reduces risk 
for individuals who participate in SOGI data 
collection by enacting or strengthening state 
laws that explicitly prohibit the use of SOGI 
information to deny access to or participation in 
state-funded programs, services, or sex-separated 
accommodations, or to otherwise discriminate in 
employment, housing, public accommodations, 
and other sectors.

	• Consider whether it is appropriate to enact 
or amend state data privacy laws to explicitly 
include SOGI as a category of sensitive personal 
information subject to heightened protections in 
particular settings.

Administrative Strategies for SOGI Data 
Governance

Effective SOGI data governance requires 
administrative action across multiple fronts, and state 
agencies need not wait for legislation to act. Existing 
authority provides an immediate avenue to implement 
and strengthen policy directives, legal frameworks, and 
operational practices that ensure compliance, limit the 
risk of disclosure and misuse, and build the institutional 
infrastructure needed to maintain trust with program 
participants and build trust with the public at large. 
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While this list is not meant to be exhaustive, these are 
clear steps that can be taken for SOGI data governance. 

Legal and Regulatory Assessment: A 
legal and regulatory assessment involves 
mapping the broader legal landscape—
including state privacy laws, administrative 

decisions, LGBTQ‑related case law, and anti‑discrimi-
nation protections—to understand how they shape 
the handling of SOGI data.  

	• Conduct an inventory and audit of relevant legal 
agreements, including procurement contracts, to 
ensure consistent protections of SOGI data.

	• Assess the legality of data requests from and 
disclosures to the federal government and other 
states.

	• Monitor legal developments that may affect risk 
for agencies or program participants.

	• Advocate for stronger state-level protections 
where gaps exist.

Data Governance and Stewardship: A 
strong data governance and stewardship 
approach involves clearly designating 
data stewards with defined roles and 

responsibilities. Clarity and standardization serve as 
a protective factor against unnecessary disclosures.

	• Audit existing data collection, storage, and 
sharing practices.

	• Align data practices with data minimization 
principles.

	• Revisit data retention schedules.

Access Controls and Technical Safeguards: 
Sensitive information can be protected 
with specifically defined procedures on 
how it is stored, who knows it exists, who 

can access it, and under what circumstances can it 
be accessed. 

	• Partition and safeguard sensitive data fields: 
For example, if some data collection is federally 
funded and therefore subject to data requests 
from federal partners, states may choose to store 
these data elements separately from additional 
SOGI fields they have chosen to collect for 
program participants.

	• Limit access to metadata and internal data 
inventories.

	• Build on existing privacy compliance and data 
protection infrastructure.

Information Sharing and Disclosure 
Policies: Historically, ill-advised or 
problematic disclosures have happened 
due to unclear policies and protocols. 

Clearly defined standards mitigate the risk of 
wrongful disclosure.

	• Clarify policies on inter-and intra-agency data 
sharing, with specific guidance on sharing data 
with law enforcement, federal agencies, across 
state agencies, and with other states.

	• Review and strengthen contractor and vendor 
contracts, including expectations around third-
party data requests.

	• Set clear escalation protocols and train staff for 
responding to data requests, with predefined 
criteria for when routine requests must be 
elevated to higher levels of review, authority, or 
legal oversight before any data are shared.

Accountability and Transparency: 
Communicating privacy practices and 
policies to program participants is 
essential for building trust, and doing so 

should go hand in hand with promoting transparency 
and oversight to ensure accountability. 

	• Engage and consult with stakeholders such 
as data users, government agencies, and 
community-based organizations regarding 
data collection on vulnerable or underserved 
communities, including LGBTQ+ populations.

	• Establish clear expectations of privacy in SOGI 
information and ensure the strongest available 
protections against disclosure are applied.

	• Make de-identified data available for community 
analysis in line with current best practices, 
recognizing that advances in re-identification 
require ongoing reassessment of de-identification 
and open data standards.
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CONCLUSION

Adoption of robust SOGI data governance 
frameworks is not merely a technical or administrative 
concern—it is a foundational requirement for ensuring 
that data collection serves LGBTQ+ communities 
effectively and responsibly. As the federal policy 
environment grows increasingly hostile to LGBTQ+ 
equity efforts, there is growing importance for state 
and local governments to maintain strong legal, ethical, 
and privacy protections for the data they collect. The 
stakes are significant: without adequate safeguards, 
data intended to document disparities, inform service 
delivery, support research, and guide resource allocation 
may not fully realize their intended benefits or may be 
subject to inappropriate use that undermines public trust, 
reducing the effectiveness and value of data collection 
efforts over time. States that commit to responsible SOGI 
data governance—through clear use limitations, robust 
oversight mechanisms, and meaningful accountability 
to the communities most affected—can chart a path 
forward that centers both equity, privacy, and data 
quality. In doing so, they will not only safeguard LGBTQ+ 
communities today, but help build a more resilient, 
trustworthy public data infrastructure that serves 
everyone for generations to come.
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